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Certificate KeyKit — cneundpukayuns
N Kop,

Cratyc: peanusoBaHo. [pynna | cert_keykit ; B okHe — cTpaHuua | 3KCMNOPT U UMNOPT ->
CEPTUOWNKATDI , pagom c | SSH | (TOT e | secret_export -xaHp).

3aueM: kito4UM BCE Yalle npusasaHbl K TPM (non-exportable) n ymunpatot npu nepeycraHoske/

penokauun. Ta cekums:

1. Nnoka3bIBaeT, UTO NEePEXXMUBET NepeycTaHOBKY (exportable) n uto HamepTBO B TPM,;

2. BbIrpy>aeT akcnopTmpyeMble personal-ceptudukartbl B password-protected | . pfx ;

3. BbIrpy>aet nybanyHble Root/CA B .sst , uTobbl CBeXas MallvHa CHoBa goBepsna Tem xe CA
(kopn-MITM-proxy, BHyTpeHHW PKI);

4. nmnopTtupyet  .pfx / .cer / .sst obpaTHo.

Manku Te Xe fBe, YTO y OCTa/IbHbIX MaKOB: 3KCMOPT NULET B output\certificates , UMNopT H6epér
danin, npruBe3éHHbIM B | input . [Mone MNanka cepTuMKaTOB MO3TOMY MyCTOE MO YMOJYAHUIO — U
TakMM A0JIKHO OCTaThCs: 3HayYeHme no ymondanuro GUI n CLI nepegatoT kak HacToALWMI napamMeTp, a

OH nepekpbln 6bl BbIGOP Nanku No onepauunu.

XaHp — governance/secret_export, He debloat. Toabko AOKyMeHTUpPOBaHHbIE MexaHu3Mbl (PowerShell
PKl: | Get—-ChildItem Cert:\ , Export-PfxCertificate , Export-Certificate , | Import-

PfxCertificate , Import-Certificate ).

Be3sonacHOCTb (0653aTe/1IbHO K MPOUYTEHUIO)

e  .pfx B output\certificates coaep>XVUT NpMBaTHbIE KAOUYMN. DTO CEKPET TOrO Xe Knacca,
yto OpenSSH KeyKit export 1 Wi-Fi key export (370 Bbirpy3ka CeKpeToB): XpaHWTb BHe NMyHANUYHbIX
penosnTopwveB, YAanATb BPEMEHHbIE KOMUW.

e [aponb PFX nepesaétcsa uepes none dopmeol. Korga GUI yxe elevated (06bI4HbIN pexxunm), OH

yonMTKaKiane —Command apryMeHT(BMAeH B CMMCKe npoueccoB TPAaH3NEHTHO, Ha ANCK He
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nuweTca). B no-elevate-pexunme ¢ nocneayrowmm UAC OH KOPOTKOXMBYLLE NOMajaeT B

report\elevated_x.psl — nocne onepauuu 370T payload cTouUT UnctTuTs.

e TPM/non-exportable kntoun Henb3a 3ab63kanntb B PFX by design — cTaTtyc 4ecTHO nomeyaet nx

No (TPM / non-exportable) , a export nx nponyckaet ¢ nomeTtkon SKIP.

NHBapunaHTbl

e OauvH| service: |— | system_core.services.devops_tools:certificate_keykit , gucnertu

no | parameters.mode .
e id yHwuKanbHbl NO cMbicay. Fpynna id: cert_keykit .

Elevation Bbluncasetca no BeibpaHHoMy store: | LocalMachine\* — admin.

YAML: 2 npobena Ha ypOBEeHb.

MaHudecr

BctaButb B | config/tool_manifest.yaml BHyTpM utilities , cpa3y nocne 6n10ka ssh_keykit
(To ecTb nepea - id: ripgrep_status ). Otctynbl kKak y | ssh_keykit (- id Ha 6

npobenax).
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- id: cert_keykit
title: "Certificate KeyKit"
title_ru: "Ceptudukarto (akcnopt/umnopt)"
description: "Inspect, export and import Windows certificates so exportable
keys survive reinstall; TPM-bound keys are flagged as non-exportable."
description_ru: "MpocmoTp, 3KcCNOopT M uMMNOpT cepTudukatos Windows:
SKCMOpTUPYEMbIe KJIOYM MEepPerMBYT MepeycTaHOBKY, a TPM-npuBs3aHHbie MOMEYaKWTCH KaK non-—
exportable."
fields:
- id: cert_store
type: "select"
group: "target"
label: "Certificate store"
label_ru: "XpaHunuwe cepTupukartos"
default: "CurrentUser\\My"
options:
- value: "CurrentUser\\My"
label: "CurrentUser\\My (personal)"
- value: "LocalMachine\\My"
label: "LocalMachine\\My (personal)"
- value: "CurrentUser\\Root"
label: "CurrentUser\\Root (trusted roots)"
- value: "LocalMachine\\Root"
label: "LocalMachine\\Root (trusted roots)"
- value: "CurrentUser\\CA"
label: "CurrentUser\\CA (intermediate)"
- value: "LocalMachine\\CA"
label: "LocalMachine\\CA (intermediate)"
- id: cert_backup_dir
type: "folder"
group: "target"
label: "Certificates folder"
label_ru: "Manka cepTugukatos"
default: ""
placeholder: "output\\certificates"
hint: "Where export writes: empty means output\\certificates. Import
takes the file named in Advanced, not this folder."
hint_ru: "Kyma nuweT 3kcnopT: nycto — output\\certificates. WmnopT 6epéT
(haiin, ykasaHHbii B Advanced, a He 3Ty manky."
- id: pfx_password
type: "text"

section: "advanced"
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label: "PFX password"
label_ru: "Maponb PFX"
default: ""

hint: "Required for PFX export/import.

is encrypted with it."

hint_ru: "HyxeH gna export/import PFX.

3anycke; um wugppyetcsa .pfx."
- id: import_file
type: "file"

section: "advanced"

Stored only for this run; the .pfx

|/|CI'IOJ'Ib3yeTCﬂ TOJIbKO B 3TOM

label: "Import file (.pfx/.cer/.crt/.sst)"

label_ru: "Oaiin umnopta (.pfx/.cer/.crt/.sst)"

default: ""

hint: "Put the file brought from another machine into input and pick it

here."

hint_ru: "MpuBe3éHHbIi C ppyroil mMawuHbl ann knagute B input u Bb6upainTe

3pecb. "

- id: import_store

type: "select"
section: "advanced"
label: "Import target store"

label_ru: "lenesoe xpaHunuwe umnoprta"

default: "CurrentUser\\My"

options:
- value: "CurrentUser\\My"
label: "CurrentUser\\My (personal)"
- value: "LocalMachine\\My"
label: "LocalMachine\\My (personal)"
- value: "CurrentUser\\Root"
label: "CurrentUser\\Root (trusted roots)"
- value: "LocalMachine\\Root"
label: "LocalMachine\\Root (trusted roots)"
- value: "CurrentUser\\CA"
label: "CurrentUser\\CA (intermediate)"
- value: "LocalMachine\\CA"
label: "LocalMachine\\CA (intermediate)"
children:
- id: cert_status

title: "Certificate status"

title_ru: "Cratyc ceptudukatos"

description: "List the selected store:

subject, thumbprint, expiry,

private key and exportability (flags TPM/non-exportable keys)."

description_ru: "Cnucok BbibpaHHOro store: subject, thumbprint, cpok,
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npuBaTHLI K4 M exportability (momevaet TPM/non-exportable)."
service: "system_core.services.devops_tools:certificate_keykit"
kind: "safe"
risk_level: "readonly"
parameters:
mode: "status"
- id: cert_export_pfx
title: "Export personal keys to PFX"
title_ru: "SkcnopT personal knw4yeir B PFX"
description: "Export exportable private-key certs from the selected store
to password-protected .pfx in output\\certificates. TPM-bound keys are skipped.
Output contains PRIVATE KEYS."
description_ru: "3KcnopT cepTUMPUKATOB C SKCMNOPTUPYEMBIM 3AKPbITHIM KIKYOM M3
BblbpaHHOro store B password-protected .pfx B output\\certificates. TPM-kniouu
nponyckawTcsa. Oaiinoi COOEPHAT 3akpbiTble Kilouu."
service: "system_core.services.devops_tools:certificate_keykit"
kind: "dangerous"
risk_level: "secret_export"
parameters:
mode: "export_pfx"
- id: cert_export_roots
title: "Export store to SST (public)"
title_ru: "3kcnopTt store B SST (ny6nauyHo)"
description: "Export the selected store's public certificates (no private
keys) to a timestamped .sst bundle in output\\certificates."
description_ru: "ISKcnopT ny6AMYHbIX CEpPTUGUKATOB BbibpaHHoro store (6es
3aKpbiTbiXx Kawyein) B .sst ¢ timestamp B output\\certificates."
service: "system_core.services.devops_tools:certificate_keykit"
kind: "safe"
risk_level: "project_write"
parameters:
mode: "export_roots"
- id: cert_import_pfx
title: "Import PFX"
title_ru: "Wmnopt PFX"
description: "Import the selected .pfx (with password) into the target
store, marking the key exportable. Changes the certificate store; reboot not
required. Pick file and password in Advanced."
description_ru: "WmnopTupoBaTb Bb6GpaHHb .pfx (c naponem) B ueneBoii
store, nomeTuB Knwy exportable. MeHseT xpaHunuwe cepTumkaTtoB; reboot He HyweH. Oain
n naponb — B Advanced."
service: "system_core.services.devops_tools:certificate_keykit"

kind: "dangerous"
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risk_level: "system_change"
parameters:
mode: "import_pfx"
- id: cert_import_cert

title: "Import certificate / CA"

title_ru: "WmnopTt cepTtuduxkata / CA"

description: "Import a public .cer/.crt/.sst into the target store (e.g.
trust a corporate root CA). Changes trust; choose target store carefully. Pick file
in Advanced."

description_ru: "WmnopTupoBaTb ny6nu4yHbil .cer/.crt/.sst B ueneeoii store
(Hanpumep, poBepue KoprnopaTuBHomy root CA). MeHseT poBepue; BblGupaiiTe store
aKKypaTHo. Oaiitn — B Advanced."

service: "system_core.services.devops_tools:certificate_keykit"

kind: "dangerous"

risk_level: "system_change"

parameters:

mode: "import_cert"
- id: cert_open_folder

title: "Open certificate export folder"

title_ru: "OTKpbiTb ManKy 3KcnopTa cepTugmkaTos"

description: "Open output\\certificates; no certificate changes."

description_ru: "OTkpbiTb output\\certificates; 6e3 u3smeHeHwuii
cepTutukaTos."

service: "system_core.services.devops_tools:certificate_keykit"

kind: "safe"

parameters:

mode: "open_folder"

CepBuc

[obaBuTb B | system_core/services/devops_tools.py (module-level, psgom c | ssh_keykit ).
Wcnonb3yet cywectsytowme | resolve_user_path , open_path , | ps_quote , run_ps_command |,

context.paths.output , context.paths.input |
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_CERT_VALID_STORES = {
"CurrentUser\\My",
"LocalMachine\\My",
"CurrentUser\\Root",
"LocalMachine\\Root",
"CurrentUser\\CA",
"LocalMachine\\CA",

def _cert_store_or_default(value: Any, default: str) -> str:
store = str(value or "").strip().replace("/", "\\")
return store if store in _CERT_VALID_STORES else default

def certificate_keykit(context: JobContext) —> dict[str, object]:
params = context.operation.parameters

mode = str(params.get("mode") or "status").strip().lower()

default_cert_dir = (
context.paths.input if mode.startswith("import") else context.paths.output /
"certificates"
)
backup_dir = resolve_user_path(
context, params.get("cert_backup_dir"), default=default_cert_dir
)

backup_dir.mkdir(parents=True, exist_ok=True)

if mode == "open_folder":
open_path(context, backup_dir)
return {"folder": str(backup_dir)}

store = _cert_store_or_default(params.get("cert_store"), "CurrentUser\\My")
import_store = _cert_store_or_default(params.get("import_store"), store)
password = str(params.get("pfx_password") or "")

import_file = str(params.get("import_file") or "").strip()
context.log(f"Certificate KeyKit mode: {mode}")
context.log(f"Store: {store}")

context.log(f"Backup dir: {backup_dir}")

if mode == "status":
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script = f"""

$ErrorActionPreference = 'Continue'
$Store = {ps_quote(store)}
Write-Host ('=== Certificates in Cert:\\' + $Store + ' ===')
$items = @(Get-ChildItem -Path ('Cert:\\' + $Store) -ErrorAction SilentlyContinue)
if (-not $items) {{ Write-Host '(empty or not accessible from this context)'; exit 0
3
foreach ($c in $items) {{

$exportable = 'n/a (no private key)'

if ($c.HasPrivateKey) {{

$exportable = 'Unknown'
try {{
$rsa =
[System.Security.Cryptography.X509Certificates.RSACertificateExtensions]: :GetRSAPriva
teKey($c)
if ($rsa -and $rsa.Key -and ($rsa.Key.PSObject.Properties.Name -contains
'ExportPolicy')) {{
if ($rsa.Key.ExportPolicy —band
[System.Security.Cryptography.CngExportPolicies]: :AllowExport) {{
$exportable = 'Yes'

}} else {{
$exportable = 'No (TPM / non-exportable)'
1}
1}
}} catch {{ $exportable = 'Unknown' }}

13
Write-Host ('-' * 60)

Write-Host ('Subject : ' + $c.Subject)
Write-Host ('Thumbprint : ' + $c.Thumbprint)
Write-Host ('Expires : ' + $c.NotAfter)
Write-Host ('PrivateKey : ' + $c.HasPrivateKey)
Write-Host ('Exportable : ' + $exportable)

3}
Write-Host ('-' * 60)
Write-Host ('Total: ' + $items.Count)
exit 0
run_ps_command(context, script, check=False, progress_seconds=60.0,
elevated=store.startswith("LocalMachine"))

return {"mode": mode, "store": store}

if mode == "export_pfx":

if not password:
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raise RuntimeError("PFX password is empty. Set 'PFX password' before
exporting private keys.")
context.log("Exporting exportable private-key certificates to password-
protected .pfx files.")
context.log("TPM-bound / non-exportable keys are reported as SKIP — they
cannot survive reinstall as PFX.")
script = f"""
$ErrorActionPreference = 'Continue'
$Store = {ps_quote(store)}
$BackupDir = {ps_quote(backup_dir)}
$Password = ConvertTo-SecureString -String {ps_quote(password)} -Force -AsPlainText
$ok = 0; $fail = 0
foreach ($c in @(Get—-ChildItem -Path ('Cert:\\' + $Store) -ErrorAction
SilentlyContinue | Where-Object {{ $_.HasPrivateKey }})) {{
$out = Join-Path $BackupDir ($c.Thumbprint + '.pfx')
try {{
Export-PfxCertificate -Cert $c.PSPath -FilePath $out —Password $Password -
ChainOption BuildChain —ErrorAction Stop | Out-Null
Write-Host ('OK ' + $c.Thumbprint + ' ' + $c.Subject)
$ok++
}} catch {{
Write-Host ('SKIP ' + $c.Thumbprint + ' ' + $c.Subject + ' -> ' +
$_.Exception.Message)
$fail++
1}
3}
Write—-Host "'
Write-Host ('Exported: ' + $ok + ', skipped/non-exportable: ' + $fail)
Write-Host ('Backup folder (CONTAINS PRIVATE KEYS): ' + $BackupDir)
exit 0
run_ps_command(context, script, check=False, progress_seconds=300.0,
elevated=store.startswith("LocalMachine"))

return {"mode": mode, "store": store, "backup_dir": str(backup_dir)}

if mode == "export_roots":
context.log("Exporting selected store's public certificates to an .sst bundle
(no private keys).")
script = f"""
$ErrorActionPreference = 'Stop'
$Store = {ps_quote(store)}
$BackupDir = {ps_quote(backup_dir)}
$Stamp = Get-Date -Format 'yyyyMMdd_HHmmss'

9/11



$out = Join-Path $BackupDir (($Store -replace '\\\\','_') + '_' + $Stamp + '.sst')
$items = @(Get-ChildItem -Path ('Cert:\\' + $Store) -ErrorAction Stop)
if (-not $items) {{ Write-Host 'Store is empty; nothing exported.'; exit 0 }}
$items | Export—Certificate -FilePath $out -Type SST | Out-Null
Write-Host ('Exported ' + $items.Count + ' public certs to: ' + $out)
exit 0

run_ps_command(context, script, check=False, progress_seconds=120.0,
elevated=store.startswith("LocalMachine"))

return {"mode": mode, "store": store, "backup_dir": str(backup_dir)}

if mode == "import_pfx":
if not import_file:
raise RuntimeError("Import file is empty. Select a .pfx file in

Advanced.")

if not password:

raise RuntimeError("PFX password is empty. Set 'PFX password' to import a

.pfx.™)

context.log(f"Importing PFX into Cert:\\{import_store} (private key marked
exportable).")

script = f"""
$ErrorActionPreference = 'Stop'
$ImportStore = {ps_quote(import_store)}
$ImportFile = {ps_quote(import_file)}
$Password = ConvertTo-SecureString -String {ps_quote(password)} -Force —AsPlainText
Import-PfxCertificate -FilePath $ImportFile -CertStoreLocation ('Cert:\\' +
$ImportStore) -Password $Password —-Exportable |

Format-List Subject, Thumbprint | Out-String | Write-Host

Write-Host ('Imported PFX into Cert:\\' + $ImportStore)
exit 0

run_ps_command(context, script, progress_seconds=120.0,
elevated=import_store.startswith("LocalMachine"))

return {"mode": mode, "import_store": import_store, "import_file":

import_file}

if mode == "import_cert":
if not import_file:
raise RuntimeError("Import file is empty. Select a .cer/.crt/.sst file in
Advanced.")
context.log(f"Importing public certificate/CA into Cert:\\{import_store}.")
script = f"""

$ErrorActionPreference = 'Stop'
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$ImportStore = {ps_quote(import_store)}
$ImportFile = {ps_quote(import_file)}
Import-Certificate -FilePath $ImportFile -CertStorelLocation ('Cert:\\' +
$ImportStore) |
Format-List Subject, Thumbprint | Out-String | Write-Host
Write-Host ('Imported certificate(s) into Cert:\\' + $ImportStore)
exit 0
wun
run_ps_command(context, script, progress_seconds=120.0,
elevated=import_store.startswith("LocalMachine"))
return {"mode": mode, "import_store": import_store, "import_file":

import_file}

raise RuntimeError(f"Unknown Certificate KeyKit mode: {mode}")

NMpoBepka nocne npaBku

runtime\python.exe -m py_compile system_core\services\devops_tools.py
runtime\python.exe -m pytest —q

install\verify_portable_env.cmd

PyuyHon obxoa:

e ctpaHuua | CEPTUOUKATHI  cTout pagom c | SSH | B pasgene | 3KCMOPT W WMMOPT ;

e Cratyc ceptudukatoe gna CurrentUser\My neuataet subject/thumbprint/expiry n konoHky

Exportable — TPM-kntoum nomeyeHbl No (TPM / non-exportable) ;

e | DKCNOPT NMYHbIX Knk4yel B PFX (C 3agaHHbIM Maponem) co34aér | <thumbprint>.pfx A4

skcnopTmpyemsbix 1 nuweT SKIP ana TPM-katouen; confirm-naatuka nosasasercs;
e | 3kcnopT store B SST ans| LocalMachine\Root co3paér| .sst 6e3 npuBaTHbIX KAKOUEN;

e Uwnopt PFX / WmnopT ceptugmkaTta / CA npuHUMAatOT dain u Leneson store n3 6noka

[OMONHNTENBHO  dbopMbl.

3aMeTKm

e [one pfx_password — ceKpeT; B XXypHa/ €ro He JIorMpyem (IOrmpyroTcs ToNbKo mode 1 nyTh).

He pobasnsate naposnb B field_updates .
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